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Proctortrack is a remote proctoring software designed with student’s privacy in mind. Using a combination
of Al and human review, Proctortrack ensures that no misconduct occurs.

Proctortrack can live proctor or record & review. A human reviews to ensure no misconduct, then it's
delivered to you for final approval. Al won’t make decisions; a real person will.

Before the exam - Configure the Exam

Create an exam in Quercus and access the Proctortrack dashboard. From the drop-down menu, select the exam type—either onboarding
or proctored. Configure the exam based on your needs, including verification settings, test settings, and student-specific settings to
accommodate any special requirements.

After the exam - Review the exam results ° . . .
Will Proctortrack influence the exam results in

If you've configured the onboarding exam, you can review the learners' Quercus? .
onboarding profile status from your course. Once the proctored exam is No, Proctortrack functions as an overlay to the
complete, you'll be able to review exam data, including desktop screenshots, test environment and simply provides

monitoring videos, room scans, and identity verification scans. This data will SN D T R0, (3G B R EEE
also highlight any violations based on your exam settings for your review.

the exam results in Quercus.



Onboarding

The Onboarding process mirrors the actual exam, helping
create a baseline profile to verify the test taker. It also
familiarizes the test taker with the exam process and
performs a system check to prepare the device. This
ensures there's enough time to resolve any issues with the
computer or profile well before the first exam.
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Time to process Onboarding

It takes 4-8 hours for the onboarding assessment to be processed,
after which you'll receive a status update on the Proctortrack
dashboard.

If the test taker fails the onboarding assessment

profile

If the onboarding profile is mandatory for the proctored exam, the
test taker cannot start the test without a valid profile. The
onboarding status will be shown on the instructor dashboard under
the "Onboarding List" tab, along with any rejection reasons. As an
instructor, you can manually override a rejected onboarding status
if you find it satisfactory.

Common reasons for failing onboarding are:
* Invalid photo ID

* Name was not legible in ID

* Name of test taker did not match with ID

* Photo ID scan not captured

* Invalid facial scan

+ Facial scan not captured

* Improper room lighting



Tech Requirements

Version 80 or
higher

OPERATING PROCESSOR/ _ CAMERA INTERNET PRIVILEGES
SYSTEM RAM BROWSERS PLUG-INS RESOLUTION CONNECTION I\P,IF?:'I\JLEE
MAC: Intel/ AMD | Google Chrome Javascript 800 x 600 Cable Modem, DSL | Ensure you have | NOTE: UofT will
MAC: macOS Processor, 8 GB | v25.0 or higher Enabled & Third resolution or or better (1.5 mbps | Admin Privileges. | not expect
High Sierra10.13 | RAM Party Cookies better download forboth | Avoid using work | students to use
or higher Mozilla Firefox Enabled download and computers. mobile
) PC: Dual-core 2.4 | v20.0 or Higher, upload). applications for
PC: W'ndOWS 7,8, | Ghz CPU, 8 GB reasons of
or higher RAM or better privacy and
) security. No
Chromebook: mobile should

be used for any
onboarding or
test taking
purposes.




Manage your
browser

To prevent any technical issues, make sure 3rd
party cookies are enabled and JavaScript is
enabled before starting the test. It is considered
best practice to check these settings in both your
primary (Google Chrome) and secondary back-up
(Firefox) browsers.

Manage third-party cookies

> Open Chrome on your computer.

> Click the Chrome menuicon (three dots in the upper right)
> Navigate to "Privacy and Security,

> Select "Third-party cookies.

> Choose the option to allow third-party cookies.

Enable JavaScript

> Open Chrome on your computer.
> Click Settings.

> Click Privacy and Security.

> Click Site settings.

> Click JavaScript.

> Select Sites can use Javascript.



Login

Enter your credentials to log into Quercus,
and navigate to the relevant course
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Create a Quiz
in Quercus

1.  Set upthe quiz as you normally would in Quercus
by navigating to Quizzes and clicking + Quiz and
add your questions.

2. Forextra exam security, you can add an access
code that students will need to enter before
starting the test. Proctortrack will show the
password to students inside the app.

3. When you publish the Quiz, the test will then

appear on the Proctortrack Instructor Dashboard.

Gﬂ'ch for Quiz

» Assignment Quizzes (<P st anmwers

1 (._/) Require a student access code

s [r—
Skt

[ showaccess code

Q') Proctorirack”

Dashboard

Feedback  [Bj New Quizzes A Troubleshoot

Quizzes  Sessions  Flagged  Onboarding Students  Faled  Passed  Pending
1 1 0 2 0 0 1
Completed Onboarded
s 1 00% 50%

Quiz List Onboarding Status

New quizzes request s accepted, Fetching in progress, Piease refresh the page after some time

Quiz Name TestID$ Access Code Proctoring Level Monitoring/Onboarding ¢~ Sessions List
Demo Test 3211 123456 3 Proctoring ON View Sessions p
Onboarding 3217 1631 3 Onboarding ON View Sessions H 2




» Course + Proctortrack
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T Quizzes
I s e e e e e e
§ 2 1 1 0 % 0o o 1
Completed Onboarded

Quiz List Onboarding Status

Instructor
Dashboard

Click Proctortrack in the left navigation to access the
Instructor Dashboard, here you can customize your exam
and view aggregated data. You can choose how the exam
will behave:
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Onboarding ON: Marks the exam as a practice test with Quozes s e vty s roed et e
. . . ope . 1 1 0 0 1] 1
no monitoring, allowing students to get familiar with the B e A ...
system and create their profile.
Quiz List Onboarding Status
Proctoring ON: Enables full monitoring during the exam. ( Select Status ~ )

@ Proctoring ON
< @ Onboarding ON

Onboarding £ Sessions FR




Set Up Test & i

Quizzes  Sessions Flagged Onboarding Students  Falled Passed  Pending

Configurations =R

Quiz List Onboarding Status

Next to View Sessions, you'll see a three-dots menu. T g
Here’s what you can do: e

1. Click Go to Configuration to customize
Proctortrack settings. Here, you can choose what is
allowed or not allowed during the test, such as enabling
or disabling certain tools and monitoring options.

View Sessions

% Go To Configuration

2.Check Edit Access Details the Access Code to ¢ Edit Access Details

ensure the Access Code matches the one in Quercus. _ .
.l Edit Proctoring Level




Configurations
page:

After clicking Go to Configuration, you'll be taken to
the configuration page with multiple tabs for
different settings.

Verification Settings : here you can enable or
disable options like ID Card Scan and Room Scan.
Toggling these on or off determines whether
students are required to complete these scans
before the exam.

View Sessions

%= Go To Configuration

# Edit Access Details

.l Edit Proctoring Level

Test Name : Demo Test Proctoring Level : 3

Use the toggle to select what is allowed or prohibited for the test. Every change will be automatically saved.

important Note: Configuration options below have been updated. Some of the options from ‘Identity Verification Settings’ have been moved to Test Settings' tab.
This update only affects the Ul and default values of room- and knuckle- scans. This update will not change the proctoring settings of your existing quizzes or students

Proctortrack experience.

Proctoring Level Verification Settings Test Settings Student Settings

ONBOARDING APPROVAL REQUIRED
@ Enable this option to make Onboarding approval compulsory and prohibit learners to proceed to
Q the exam without Onboarding approval
Disable this option to allow learners 1o proceed to the exam even if the Onboarding was not approved.

& REQUIRE FACE SCAN
Q Enable this option to ask a face scan during identity verification.
Disable this option to opt-out of the face scan during identity verification

REQUIRE PHOTO ID SCAN
E Enable this option to ask a photo-ID scan during identity verification.
Disable this option to opt-out of the photo-ID scan during identity verification.

REQUIRE ROOM SCAN
-
[~ ]} Enable this option to require a room scan during identity verification
% Disable this option to opt-out of the room scan during identity verification

WhiteList Url/Apps

Add Instructions

()




Configurations
page:

Test Settings Configuration: here you can decide what
is allowed or not allowed during the exam. There’s no
need to change the default settings unless you want to
customize specific options. These configurations also
inform the Al to flag or ignore potential misconduct
based on what is allowed. For example, if Allow
Physical Books is enabled, the Al will not flag the
student for looking away from the screen.

Enhanced Security Tip: For added security, we
recommend hiding the access code/password.

Test Name : Demo Test Proctoring Level : 3

Use the toggle to select what is allowed o prohibited for the test. Every change will be automatically saved

Proctoring Level VerificationfBettings Test Seftings Studefit Settings WhiteList Url/Apps

PROHIBIT COPY/PASTE

P Enable this option to prohibit use of the copy/paste functions.
o] Disable this option 10 allow use of the copy/paste functions.

PROHIBIT PRINT SCREEN
%m| Enable this option to prehibit screen captures (capture attempts WILL be flagged as violation).
7 Disable this option 10 allow screen captures (capture attempts WON'T be flagged as violation).

PROHIBIT PRINTING
Enable this option to prohibit printing (print attempts cannot be stopped but WILL be flagged as violation).
Disable this option to allow printing (print attempts WONT be flagged as violation).

DESKTOP MONITORING

Enable this option to receive a sereen-capture report of the test-taker's primary menitor.
_@ Disable this option to opt-out of the screen-capture report of the test-taker's primary monitor.

Desktop Monitoring provides a detailed visual report of web pages or documents opened during the exam,
e

PROHIBIT MULTIPLE MONITORS
Enable this option to prohibit the test-taker from using multiple monitors
Disable this option to allow the test-taker to use multiple monitors.

Add Instructions

«

«

HIDE ACCESS CODE/PASSWORD
@) Enable this opiion to hide the access cade/ passcode/password for the test.
Disable this option to display the access code/passcode/password for the test
Hiding the access code will prevent from sharing it with other students who can then enter the test without proctortrack.




Test Name : Demo Test Proctoring Level : 3 a
Use the toggle to select what is allowed or prohibited for the test. Every change will be automatically saved

important Note: Configuration options below have been updated. Some of the options from ‘Identity Verification Settings' have been moved to Test Settings' tab.
This update only affects the Ul and default values of room- and knuckle- scans, This update will not change the proctoring settings of your existing quizzes or students
Proctortrack experience.

C o n fl g u r at I O n S Verification Settings Test Settings Student Settings WhiteList Url/Apps
; d - |
Name Set up Configurations
a e ® An Edit Configuration
Mary Jane Edit Configuration

Student Setting$: here you can create SpeCifiC
configurations for individual students with

G

special needs, allowing you to provide Test ettings Allow Ur/Apps SpecialSettings
exceptions, add extra time, or enable assistive ALLOW COPY/PASTE
:.: Enable this option to allow use of the copy/paste functions.

Disable this option to prohibit use of the copy/paste functions.

technologies, ensuring each student has a
tailored exam experience.

MULTIPLE MONITORS
Enable this option to allow use of the multiple monitors.
Disable this option to prohibit use of multiple monitors.

i

MULTIPLE PEOPLE
Enable this option to allow multiple people in background
Disable this option to prohiibit multiple people in background.

MULTIPLE KEYBOARD & MOUSE
Enable this option to allow use of multiple keyboards.
Disable this option to prohiibit use of multiple keyboards.

© 6 8 8
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Configurations
page:

Whitelisted App/URL: Here, you can enter the
URLSs you want to allow during the exam. You
can also add approved apps for students to use.

Video Conferencing Apps: Video conferencing
apps are blocked by default.

Browser Configurations: Here you can enable
the Proctortrack browser and let the user take
the exam inside of the Proctortrack app in full
screen mode.

Proctoring Level Verification Settings Test Settings Student Settings WhiteList Url/Apps

Allow Url/Apps  Video Conferencing Apps Browser Configuration

Enter URL to make Whitelist

Add Instructions

Select Apps 1o be Allowed (the Apps in this dropdown list are restricted by default)

Proctoring Level Verification Seuings Test Settings Student Settings WhiteList Url/Apps

Allow Url/Apps Video Conferencing Apps rowser Configuration

PROHIBIT VIDEO CONFERENCING APPS

Enable this option to
prohibit the following apps.

Disable this option to
allow the following video conferencing apps.

Video Conferencing Apps List
Google Hangouts

Meet

hangouts is sharing your screen

hangouts is sharing a window

Add Instructions

ADMINISTER THE EXAM THROUGH THE PROCTORTRACK SECURE BROWSER
By enabling this option, you can offer a comprehensive experience entirely within our browser and only whitelisted URLS and resources will be §
the student. Students will be sent an email containing a download link for the necessary software.

By disabling this option, the exam can be administered through commonly used web browsers such as Chrome, Firefox, and other external brof

beessible to (

sers.




Review
Onboarding
Status

Go to the Onboarding Status tab, next to the
Quiz List, to see the list of students and their
onboarding status.

(Learners may have an approved profile from
another course that is still valid for your
exam.)

© Proctortrack”

Feedback | [Bi New Quizzes A Troubleshoot &

Quizzes Sessions Flagged Onboarding Students Failed  Passed Pending
2 1 1 0 0 0 1
Completed Onboarded
—— 00 % 50%
Quiz List Onboarding Status
Q. Seerch students x (AII -) (" Exportcsv ) Email All Non Attempted OB
(" Emall All Failed 0B h
@ All
Student Name Approved Date | (2] Approved
[ L ® Failed (4]
. Mala Kumar (@) Pending View History o
@ Expired

@ No Attempt
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Review

I Mala Kumar Test Name: Onboarding Professor Feedback: Start: Sep 20, 2024 6:23 45 PM
N/A

End: Sep 20,2024 6:2486 PM

Onboarding

Results

Go to the Quiz List tab, find the Onboarding
exam, and click "View Sessions" to see
completed onboardings.

Click the learner's name to view details, where B oo
you can verify the identity and change the
status to "Pass" or "Fail."



2 — Demo Course > Proctortrack

® CI™ <© Proctortrack”
eview En —
Dashboar eadbac jew Quizzes roubleshoot

=h People o

@ | — Quizzes  Sessons  Fiagged  Onbosrdmg Students  Fuld  Passed  Pending
i 1 1 1 0 2 0o o 1

r .' Completed Onboarded
e — 00 % 50%
= Quiz List Onboarding Status

In the Quiz List, click View Sessions to see the
list of students who have taken the exam. On
the Student List, you can view list of students
that took the exam. In the Status column, a
red icon indicates a failed exam, while a green
icon marks it as passed.

You can also see the number of flags and any
notes left by instructors for each session.

. . . » I
Click the learner's name to see all violations :
. . . Status # First Name % Last Name # Date * Duration(H:M:S) Message @ Flags Review
and recordings of their exam session.
o Mala & Kumar Jul 9, 2024 6:35:19 PM 0:09:30 * m ~

o John G Doe Sep 24,2024 1:39:17 AM 103:22 o v




© Mala Kumar Test Name: Demo Test Professor Feedback: @

ReViewing
a learner's
violations

« » B » u

O cm— 00:00:00

The Video Monitoring tab displays the main ) vidonTye ———

recording of the entire exam session, allowing 1 Backgrund Ao

you to review the student's behavior. Below the i

video, the timeline highlights any flagged —
violations, showing their timestamps and | st —

duration for easy reference. e

1 Online Aid




Mala Kumar Test Name: Demo Test Professor Feedback: Start: Sep 28, 2024 12:52:50 AM fo @
N/A End: Sep 28,2024 12:53:25 AM -
I I Online Violations ‘erification Scans

00:00:00

ViOIatiOnS

Total: 8 Number of Violations: 0

The Online Violations tab diSplays any P P P

desktop-related violations, such as attempts to
open unauthorized websites or applications

during the exam. s E- I r.L—

1 00:00:00 2 00:00:06 3 00:00:11



Reviewing a
learner's violations

As an instructor, you can manually change a student's
status in Proctortrack by clicking "Pass" or "Fail."

When you do this, a professor icon will appear below
your feedback, showing that you've made the change.

You can also download the proctored data
(screenshots and video) to your device for reviewing
any misconduct. Just click the right arrow to export
the data.




Need Help?

Find support at https://proctortrack.com/support

If you have any questions, you may open a ticket or
contact our support team by live-chat, phone, or
email. The team is available 24 x 7 x 365

Indicate you are from the University of Toronto when
contacting support.


https://proctortrack.com/support

	Before the exam - Configure the Exam
	After the exam - Review the exam results
	Onboarding
	Time to process Onboarding
	If the test taker fails the onboarding assessment profile
	Common reasons for failing onboarding are:

	Tech Requirements
	Manage third-party cookies
	Enable JavaScript

	Login
	Create a Quiz in Quercus
	Instructor Dashboard
	Set Up Test Configurations
	Configurations page:
	Configurations page:
	Configurations page:
	Configurations page:
	Review Onboarding Status
	Review Onboarding Results
	Review exam results
	Reviewing a learner's violations
	Reviewing a learner's violations
	Reviewing a learner's violations

